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http://www.vita.virginia.gov/library/default.aspx?id=537#securityPSGs



Data Sensitivity Classification
· 2.4 IT System and Data Sensitivity Classification 2.4.1 Purpose 
· IT System and Data Sensitivity Classification requirements identify the steps 

necessary to classify IT systems and data according to their sensitivity with 
respect to the following three criteria: 

· Confidentiality , which addresses sensitivity to unauthorized disclosure; 
· Integrity, which addresses sensitivity to unauthorized modification; and 
· Availability , which addresses sensitivity to outages. 

· Sensitive Data is any data of which the compromise with respect to 
confidentiality, integrity, and/or availability could have a material adverse 
effect on COV interests, the conduct of agency programs, or the privacy to 
which individuals are entitled. Data sensitivity is directly proportional to the 
materiality of a compromise of the data with respect to these criteria. Agencies 
must classify each IT system by sensitivity according to the most 
sensitive data that the IT system stores, processes, or transmits. 



Roles and Responsibilities: SEC500-02

·Data Owner: Agency manager responsible for policy and practice 

decisions regarding data, and  is responsible for the following: 

· Evaluate and classify sensitivity of  data

· Define protection requirements for data based on sensitivity, regulatory 
requirements, and business need

·System Administrator: Analyst, engineer, consultant who 

implements, manages and/or operates a system or systems at the 
direction of the system owner, data owner, data custodian

·Data Custodian: Individuals in physical/logical possession of data

·System Owners: Agency manager responsible for operation and 

maintenance of an agency IT system.



Why do I Care?
·2.4.2 Requirements 

·Each agency ISO shall: 

·1. Identify or require that the Data Owner Identify the type(s) of 
data handled by each agency IT system. 

·2. Determine or require that the Data Owner determine whether 
each type of data is also subject to other regulatory 
requirements. Example: (HIPAA); the Privacy Act of 1974; the Rehabilitation 
Act of 1973, § 508, or Federal National Security Standards. 

·3. Determine or require that the Data Owner determine the 
potential damages to the agency of a compromise of 
confidentiality, integrity or availability of each type of data 
handled by the IT system, and classify the sensitivity of the data 
accordingly. 



Example of  Classification
·Example: Data Owners should construct a table similar to the 

following table. Data Owners must classify sensitivity 
requirements of all types of data. The following table is only an 
illustration. 

·System ID: ABC123 Sensitivity Criteria 

Type of Data Confidentiality Integrity Availability

HR Policies Low High Moderate 

Medical Records High High High

Criminal 
Records 

High High High



2.6 Risk Assessment 
·2.6.1 Purpose 

·Risk Assessment requirements delineate the steps 
Agencies must take for each IT system classified as 
sensitive to: 

· Identify potential threats to an IT system and the environment in 
which it operates; 

·Determine the likelihood that threats will materialize; 

· Identify and evaluate vulnerabilities; and 

·Determine the loss impact if one or more vulnerabilities are exploited 
by a potential threat. 



2.7 IT Security Audits 

·2.7.2 Requirements 

·For each agency-owned IT system classified as sensitive, 
the agency shall: 

·1. Require that the IT system undergo an IT Security Audit 
as required by and in accordance with the IT Security Audit 
Standard (COV ITRM Standard SEC502-00). 

·2. Assign an individual to be responsible for managing IT 
Security Audits. (Have you meet Carol Westbrook or  
MichelleWorkman?)



Part 2: Data At Rest Project

·Risk Assessment conducted by Protivity

·Data stored on an identified subset of registered servers 
with public IP addresses was scanned  for sensitive data.

·Participating System Administrators allowed 
administrative access to Protivity.

·Protivity used Vericept Discover  to scan for social 
security #, Credit Card # PCI data, Drivers License #, G-
Numbers (http://www.vericept.com/index.php?id=58 )  



DARP Findings



The Good News

·Most of the sensitive data found was contained in old 
user files: 

·Grade reports, student assignments, performance 
evaluations, resumes, employment applications, 
payment inquiries,

·Most of the files found did not contain large sets of 
sensitive data.

·)Ô ÁÐÐÅÁÒÓ ÔÈÁÔ ÔÈÅ ×ÏÒÄ ÉÓ ÏÕÔȦ 5ÓÅÒÓ ÄÏÎȭÔ ÁÐÐÅÁÒ ÔÏ 
be storing new sensitive data.



The Bad News

·The assessment scanned only 17% of all 
systems.

·The sensitive data is  still out there on a lot 
of servers.

·Protivity is gone, so what do we do now?



Part 3: Recommendations

·Ensure compliance of the Data Stewardship Policy 
http://www.gmu.edu/facstaff/policy/newpolicy/1114gen.html

·Improve policy communication and education

·Improve the server inventory process

·Consider conducting periodic reviews of sensitive data

·Develop a vulnerability management process

·)ÄÅÎÔÉÆÙ ÁÎÄ ÒÅÍÏÖÅ ÌÅÇÁÃÙ ÄÁÔÁ ÆÉÌÅÓȣȣȣȢ ÈÍÍȢ

http://www.gmu.edu/facstaff/policy/newpolicy/1114gen.html



