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System Administrator and
System Registration Requirments

University Poli ible Use of Computing
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- Responsible Use of Computing
http://www.gmu.edu/facstaff/policy/newpolicy/1301gen.html

System Administrator (SA). Anyone who has the responsibility to maintain, configure,
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and special responsibilities under this policy.

System Administrator. The SAs have extraordinary powers to override or alter access
controls, configurations, and passwords. This power should be exercised with great care and
integrity. SAs' actions are constrained by this policy and by the policies of local administrative
units.

Data Stewards of Mason units who employ SAs are responsible for ensuring that the SAs
comply with and enforce the requirements of this policy in the systems for which they are
responsible. SAs who violate this policy or who misuse their powers are subject to disciplinary
action.

If an SA observes someone engaging in activities that would seriously compromise the

confidentiality, availability, or integrity of a Mason system, network, or electronic Mason data,

the SA may take immediate action to stop the threat or minimize the damage or contact the
to activate the (CSIRT). SAs

who observe suspected violations of law should immediately alert the Mason Police.


http://itusupport.gmu.edu/
http://security.gmu.edu/rules/CSIRT-TechProcedures.pdf

COV VITA SEC501-01

http://www.vita.virginia.gov/library/default.aspx?id=537#securityPSGs

Definition of System Administrator: An anal%gst, engineer, or consultant who implements, manages,
and/or operates a system at the direction of the System Owner, Data Owner, and/or Data Custodian.

2.2.4 Prevent conflict of interests and adhere to the security concept of separation of duties by assigning
roles so that:

a. The ISO is not a System Owner or a Data Owner;

b. The System Owner and the Data Owner are not System Administrator for IT systems or data
they own; and

c. The ISO, System Owners, and Data Owners are COV employees.

Notes:

Other roles can be assigned to contractors. For roles assigned to contractors, the contract language shall include
specific responsibility and background check requirements.

The System Owner can own multiple IT systems.
Data Owners can own data on multiple IT systems.

System Administrators can assume responsibility for multiple IT systems
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Personal Info and Financial Data

2.5.2. Assign a System Owner, Data Owner(s), and System Administrator(s) for each
agency-owned sensitive IT system.

Note: A sensitive I'T system may have multiple Data Owners, and/or System Administrators,
but must have a single System Owner.

5.2.2.9 Notify the System Administrator when IT system user accounts are no longer
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15. Require that the System Owner and the System Administrator investigate any unusual IT
system access activities and approve changes to access level authorizations.

16. Require that System Administrators have both an administrative account and at least one
user account and require that administrators use their administrative accounts only when
performing tasks that require administrative privileges.

24. Notify supervisors, Human Resources, and the System Administrator in a timely manner
about termination, transfer of employees and contractors with access rights to internal IT
systems and data.



SEC 501-01 continued..

8.3.9 Require specialized IT security training for agency employees, contractors,
vendors, business partners, and third parties with specific IT security duties
beyond those of all IT systems users as practicable and necessary, including:

a. System Owners, Data Owners, and System Administrators;
b. IT Disaster Recovery team members; and

c. IT Security Incident Response Team members
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Public Internet Address Policy

http://www.gmu.edu/facstaff/policy/newpolicy/1304gen.html

I. SCOPE

The Public Internet Address Policy applies to all users of George Mason University computing resources. This policy
governs all computers directly connected to George Mason University networks, with the exception of student owned
computers in the residence halls. Student owned computers in the residence halls are on a separate network that has
similar policies.

II. POLICY STATEMENT
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Internet. Outside systems cannot successfully achieve such connections unless the university computer is publicly
addressable, i.e. it has a Public Internet Address, obtained either from the University or via a third party connection.
The university recognizes that there can be legitimate reasons for a university computer to be made publicly
addressable. This policy describes the process by which a department can receive permission for a computer to be made
publicly addressable.

The applicant must register the computer with the Information Technology Unit (ITU). Registration information will
include the name and contact information for the person who is responsible for administering the computer (the SA)
as well as verification that security configurations are in place and that the person maintaining the computer will
follow appropriate security procedures. The applicant will need to describe any highly sensitive data, as defined in the
Data Stewardship Policy, which is stored on the computer. Once the registration information has been received and
verified as complete, the ITU will contact the SA to finalize the process.

III. DEFINITIONS

Internet Protocol (IP) Address: An identifier of a device or computer on a network.

Public Internet Address: An IP address that is advertised to, and permits direct incoming connections from, computers
located outside of the George Mason University network.

System Administrator (SA): The person who is responsible for the maintenance and configuration of one or more computer
systems. are listed in , Responsible Use of Computing.


http://itu.gmu.edu/security/RUC-SA-jobdescrip-March04
http://www.gmu.edu/facstaff/policy/newpolicy/1301gen.html
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Public Internet Address Policy continued..

IV. RESPONSIBILITIES

ITU will send out, at a minimum, an annual request for update of information about registered
computers.

The ITU will take measures to protect all university computers without a publicly addressable address
from connections initiated by external systems.

Departments and administrative units are responsible for ensuring the security and safety of the
computers in their department. They are to develop and administer their own local procedures for
establishing security configurations as well as ensuring that university best practices for server
management are followed in their departments. These procedures must include computers accessing
and storing regulated and highly sensitive data.

System administrators (SA) will make a commitment to obtain and maintain their security
knowledge and to maintain the security of the computers for which they are responsible.

The Office of Internal Audit will monitor compliance with this Policy.
VII. EFFECTIVE DATE

The policies herein are effective July 24, 2006. This Administrative Policy shall be reviewed and
revised, if necessary, annually to become effective at the beginning of the University's fiscal year,
unless otherwise noted.
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Public Internet Address Policy continued..

V. OTHER INFORMATION

The Public Internet Address Request form can be found at: . At
a minimum, the following information will be required:

- Make and model of the hardware platform
- Operating system version
- Domain Name Service (DNS) name
- Assigned or requested IP address
- Name of the person responsible for management of the computer (including phone
number and email address)
- Physical location of the computer
- Internet services being offered
- Security Protection measures applied to the computer
- Computer’s primary purpose
- Description of any regulated or highly sensitive data stored on the computer.

VI. COMPLIANCE

All persons installing computers in University owned or leased spaces, except residence halls, shall
comply with this policy.

Grievance matters with this policy should be directed to the Executive Director, ITU Technology
Systems Division, for resolution. If the conflict is not able to be resolved at this level, the
matter may be escalated to the Vice President for Information Technology for further review
and action.


http://tsd.gmu.edu/net/forms.html

